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Act’s Requirement
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Consolidated Appropriations Act, 2016,

Division N— Cybersecurity Act of 

2015 

Title IV, Section 401, Study on Mobile 

Device Security*

Subsection (a)

(1)Directs the DHS Secretary, in consultation 

with NIST, to complete a study on threats 

relating to the security of the mobile 

devices of the federal government

(2)Requires submission of an unclassified report

(with a classified annex if needed) to 

Congress within one year of the Act’s 

passage

Subsection (b)*

(1)Evolution of mobile security techniques 

from a desktop-centric approach, and 

adequacy of these techniques to meet current 

mobile security challenges

(2)Effect such threats may have on the 

cybersecurity of the information systems 

and networks of the federal government

(3)Recommendations for addressing the 

threats based on industry standards and 

best practices

(4)Deficiencies in the current authorities of 

the Secretary that may inhibit the ability of 

the Secretary to address mobile device 

security throughout the federal government

(5)Plan for accelerated adoption of secure 

mobile device technology by DHS

*Excludes National Security Systems and DoD and IC systems 

and networks



Timeline

Dec 
2015

•Congress 
Commissioned 
Study

’16 Q2

•Working Group 
Created Across 
Multiple Federal 
Agencies & 
Departments

•Additional 
Staffing 
Resources 
Allocated

’16 Q3

• Initial Working 
Group 
Meetings

•Created Threat 
Model

•Created RFI 
Structure & 
Documents

’16 Q4

• Issued RFI

•Held Industry 
Days

•Received RFI 
Responses

• Final Analysis 
of Industry RFI 
Submissions 

’17 Q1

•Completed 
Study Draft

• Finalized Study

•WG & MTTT 
Review

• Internal DHS 
ExecSec
Review

May

2017

• Deliver Final 
Report
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Mobile Ecosystem
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Mobile Security Threats by Category
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Primary Mobile Threat Types
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Threat Definition Examples

Denial of Service Deny or degrade service to 

users

Jamming of wireless communications, overloading 

networks with bogus traffic, ransomware, theft of 

mobile device or mobile services.

Geolocation Unauthorized physical 

tracking of user

Passively or actively obtaining accurate three-

dimensional coordinates of target, possibly 

including speed and direction.

Information Disclosure Unauthorized access to 

information or services

Interception of data in transit; leakage or 

exfiltration of user, app, or enterprise data; tracking 

of user location; eavesdropping on voice or data 

communications; surreptitiously activating the 

phone’s microphone or camera to spy on the user.

Spoofing Impersonating something or 

someone

Email or SMS message pretending to be from 

boss or colleague (social engineering), fraudulent 

Wi-Fi access point or cellular base station 

mimicking a legitimate one.

Tampering Modifying data, software, 

firmware, or hardware 

without authorization

Modifying data in transit, inserting tampered 

hardware or software into supply chain, 

repackaging legitimate app with malware, 

modifying network or device configuration (e.g., 

jailbreaking or rooting a phone).



Best Practices and Standards
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▪ Gap 1: DHS has no legal authority to require mobile carriers to assess risks 

relating to the security of mobile network infrastructure as it impacts the 

Government’s use of mobile devices. 

▪ Gap 2: While DHS has the authority to evaluate voluntarily provided mobile 

carrier network information, DHS has no legal authority to compel mobile 

carrier network owners/operators to provide information to assess the 

security of these critical communications networks. 

DHS Legal Authority Gaps
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▪ To address these areas of concern DHS proposes the following:

▪ FISMA metrics should be enhanced to focus on securing mobile devices through 

the Federal CIO Council’s Mobile Technology Tiger Team (MTTT). Metrics for 

consideration include mobile operating systems, mobile device authentication 

methods, and volume of mobile device user traffic not going through the agency’s 

Trusted Internet Connection. 

▪ The DHS CDM program should address the security of mobile devices and 

applications with capabilities that are at parity with other network devices (e.g., 

workstations and servers), and NPPD's definition of critical infrastructure should 

include mobile network infrastructure

▪ DHS S&T HSARPA Cyber Security Division should continue its work in Mobile 

Application Security to ensure the secure use of mobile applications for 

government use.

DHS Next Steps
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▪ Potential areas for additional research or partnerships within DHS 

include:

▪ Creating a new applied R&D program in securing mobile network infrastructure to 

address current and emerging challenges impeding mobile technology.

▪ Establishing a new program for applied research in advanced defensive security 

tools and methods for addressing mobile malware and vulnerabilities, including 

new ways to handle CVE generation for mobile and mobile threat information 

sharing, e.g., Structured Threat Information eXpression (STIX™), and Trusted 

Automated eXchange of Indicator Information (TAXII™). DHS should coordinate 

this initiative with existing efforts within DoD.

▪ Coordinating the adoption and advancement of mobile security technologies 

recommended in this report into operational programs such as Einstein and CDM 

to ensure future capabilities include protection and defense against mobile threats.

▪ Developing cooperative arrangements and capabilities with commercial mobile 

network operators to detect, protect and respond to threats (e.g., rogue IMSI 

catchers and SS7/Diameter vulnerabilities) that impede the confidentiality, integrity 

and availability of Government communications; and if necessary, extend the legal 

authorities of NPPD to achieve these objectives.

DHS Future Steps
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▪ Additional topics that need a response by the federal government 

are:

▪ The U.S. government should continue and enhance its active participation in 

international standards bodies so it can represent America’s national interest with 

the private sector in the development of consensus-based voluntary mobile 

security standards and best practices. 

▪ Continued development of the NIST draft Mobile Threat Catalogue with additional 

cooperation from industry and the inclusion of emerging threats and defenses and 

additional risk metrics for mobile threats.

▪ Federal departments and agencies should develop policies and procedures 

regarding Government use of mobile devices overseas based on threat intelligence 

and emerging attacker tactics, techniques, and procedures.

Additional Next Steps (cont’d)
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